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Securelrust™ Merchant PCl Compliance
and Security Solution

INCREASE YOUR REVENUES WITH MERCHANT SERVICES

Benefits

Integrated security
tools along with
PCIl compliance
validation services
expressly designed
for small and
medium-sized
businesses

Affordable, easy-
to-administer
security to help
protect your
merchants’
businesses from
cybercrime

Simplified PCI
compliance
workflow for your
merchants

Real-time,
aggregate
merchant
monitoring for a
clear view of your
program status

Services expansion
opportunities

Adds recognizable
value to your
merchants to

help you increase
revenues and
merchant retention
rate

Equipping and motivating merchants to achieve Payment Card Industry (PCI)
compliance securely and efficiently is an ongoing challenge for merchant
program sponsors.

When you partner with SecureTrust to develop and administer your merchant program, you have a high-
touch, dedicated team of experts helping you develop and nurture your program, an integrated set of
security tools to help speed your merchants to PCl compliance, and automated, easy-to-use tools for
real-time program monitoring.

Global leader in merchant programs

With the industry-leading SecureTrust Merchant PCI Compliance and Security solution, one of the key
components in the SecureTrust Merchant Risk Management program, SecureTrust runs some of the
largest Level 4 merchant programs in the world. Through our credit card processor, acquiring bank and
independent sales organization (ISO) partners, we serve more than three million merchants in successful
merchant programs ranging from small to large-scale international programs.

Your program benefits include:
e Relationship Manager to help you maximize your opportunities with the program.
e Dedicated Project Manager for your specific needs.
e Marketing Support to help you increase awareness about your services and their value.

e Global world-class 24/7/365 Compliance Support with outbound calling, autodial, and support in
12 languages.

e Security Engineer/Qualified Security Assessor with PCI compliance expertise.

Services Expansion To Help Increase Revenues

A key way to increase your service revenues is by providing your merchants with the security tools
designed for small and medium-sized businesses (SMBs) that are integrated in to the TrustKeeper® PCI
Manager workflow. Partners who offer the security tools in their program have been shown to more than
double their annual merchant revenues. The tools are easy to install and do not require support from you
or your team.

Security Designed for Small Merchants

There are more than 17 integrated merchant security tools offered to you in three bundle packages
according to your goals.

SecureTrust economies of scale allow us to offer these high-value tools to you at prices that are easily
within reach of your merchants. These capabilities could cost more than seven times more if purchased
independently from other vendors, while some of the security services designed for small merchants
cannot be found anywhere else. (See opposite page for the full list.)



Customize and Monitor Your Program

The configuration of your merchant program is flexible so it can
be integrated with your go-to-market strategies. Customization
options include risk-based outreach, portal co-branding and
messaging, data feeds for onboarding and reporting, single-
sign-on capabilities. Fast Track validation profiles allow you to
customize the merchant workflow.

Sponsor aggregate reporting provides you with clear real-time
merchant monitoring capabilities. And, standard reports for Visa
and MasterCard requirements are a click away.

Program owners find they achieve maximum benefits when they
employ the SecureTrust Web Risk Monitoring solution along
with the Merchant PCI Compliance and Security solution to help
secure the entire merchant lifecycle.

SecureTrust Merchant PCl Compliance and Security Solution

Deep PCI Compliance Expertise

Working with SecureTrust is like adding trusted compliance and
security advisors to your staff. PCl Manager is continuously
adapted to address and even anticipate evolving requirements
from the PCI Security Standards Council and card brands.

Simplified Workflow to Speed Compliance

PCI Manager provides industry-leading PCI compliance
validation services that help even the smallest merchants
achieve and maintain compliance. It simplifies the process by
presenting merchants a pathway that’s customized to their
business. The intelligent PCI Wizard walks them step-by-step
through the process of certifying PCI Data Security Standard
(DSS) compliance. The PCI Wizard uses the information the
merchant has provided and matches it to the PCI DSS Self-
Assessment Questionnaire (SAQ), even prefilling some of the
questions for the merchant.

TrustKeeper PCI Manager Bundles Integrated Security in Three Tiers

The SecureTrust process puts security first, which helps to ensure cardholder data is protected, streamlines the merchant compliance
process and helps you reduce the risk in your portfolio. You can scale the number of tools and features in your PCI Manager offering

to meet your program and revenue goals.

INTEGRATED SECURETRUST SECURITY TOOLS & FEATURES TIER 3 TIER 2 TIER 1

PCI Wizard, To Do List, and SAQ

Trusted Commerce Seal and Certification
Security Awareness Training

Security Policy Template

Support (Phone, email)

Express Renewal

PCI Network Vulnerability Scans (if required)
IP Beacon

Security Health Check

Security Configuration Monitoring

POS Detection

Credit Card Data Discovery (DLP)

Device Inventory Monitoring

Mobile Security

File Integrity Monitoring (FIM)

Anti-virus (AV)

Security Policy Generator

POS Tracker

Mobile AV

Remote Access Security

Web Malware Monitoring (three websites)

Sponsor Web Malware Monitor — one year free trial

9am.-5p.m.CT 24 x 7 x 365 24 x 7 x 365
® ® (
(11P) (3 IPs) (10 IPs)

Breach Protection, $50,000 USD or $100,000 USD
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